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PHAN HE GIAM SAT THONG MINH DANH CHO TRAM BIEN AP

Tong quan hé thong

XSENSE-GSTM-TBA dugc thiét ké dé phan tich, xt 1y hinh anh théng minh: Giam sat nhiét do

moi noi, gidm sat hanh vi cia phuong tién, con nguodi, giam sat dong ho chi thi tt MC, dao cac

ly.... N6 nang cao hiéu suit phan cimg va cung cip tinh ning giam sat video tap trung, kiém soat

truy cap, bd diéu khién canh bao va cac tinh ning Al nhu:

o Nhan dién d6i twong (phuong tién, con ngudi) xam pham hodc vi pham véao khu vuc

e Giam sat may cat, DCL dong hay md, tiép dia khi o tin hiéu thao tac tir SCADA

e Giam sat trang phuc, dd bao ho cua dbi tuong nguoi lam vi¢e trong khu vuc tram bién ap

e Giam sat, theo ddi ty dong nhiét do cac thiét bi nhat thir
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PHAN HE GIAM SAT THONG MINH DANH CHO TRAM BIEN AP

Dac diém noi bat

https://dohu.vn/

Thiét ké c6 thé m& rong, dé phat trién
A

H¢ théng duoc thiét két dang module, dugc tinh toan k¥ ludng
nén co thé dé dang phat trién, mé rong hé thong va tiét kiém chi

phi.

Kha nang tuy chinh linh hoat

Chung t6i cung cép cac dich vu dé ban xay dung XSENSE-
GSTM-TBA thanh nén tang ciia riéng ban, cho phép né hoan toan
phu hgp vé1 nhu ciu cua ban va mang lai cho ban loi thé canh
tranh trén thi truong.

I'fng dung AI manh mé

XSENSE-GSTM-TBA tich hop nhiéu chirc niang Al khac nhau
ma cac thiét bi co, chéng han nhu nhéan dién ddi tuong xam pham,
giam sat may cat, DCL déng hay mo, tiép dia khi c6 tin hiéu thao
tac tir SCADA, giam sat nhiét d6. Hé thong sé& thong bao ngay lap
ttrc khi muc tiéu can quan tam xudt hién, cho phép ban hoac nhan
vién an ninh thyuc hién céc bién phap an ninh can thiét.

Tinh sin sang va 6n dinh

A
XSENSE-GSTM-TBA dam béo rang hé thong cta ban s& khong

bi gian doan bo1 cac may chu bi 161.



PHAN HE GIAM SAT THONG MINH DANH CHO TRAM BIEN AP

M6 dun chirc ning kiém tra trang thai thiét bi bang
hinh anh két ho’p hé thong SCADA
MD-CAM-SCADA

XSENSE-GSTM-TBA cung cap chirc nang kiém tra trang thai thiét bi bang hinh anh df)ng bd voi
hé théng SCADA MD-CAM-SCADA dé nang cao do tin c@y trong van hanh, gitp giam bot thoi
gian thao téc, klem tra thiét bi nhat thir, xir 1y dugc van dé thao tac riéng biét hai phan mém
SCADA va phan mém camera giam thoi gian thyuc hién chuyen ddi ché do van hanh, giam tai thao
tac cho truc ca tai To TTLD, nang cao ning suat lao dong va chat lugng cong viée

Luu trix,

hién thj va cdnh b
40 |én hé théng

Phan tich xir ly
Model Al két qua dau ra

Anh d3u vao X ly Al Dau ra cla Al XU ly két qua day ra M&d hinh héa cho
ngudi dung

Tong quan md hinh hé thdng

Man hinh hién thi hinh anh ciia camera khi click
chudt vao biéu twgng camera trén ban do so

Man hinh hién thi toan cinh ban db sb

https://dohu.vn/



PHAN HE GIAM SAT THONG MINH DANH CHO TRAM BIEN AP

Giam sat trang thai dong ho chi thi
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Giam sat trang thai dao cach ly
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Dao Cach Béng

Khong diky kiuén hodc diey
Khién khdng thanh coag

2024/07/25
003217

2024/07/25 Khibng diBu khin hodie didu

092620 S nongmamong | 192100481

Khang diéu khién hode dity
Khién khong thénhcong | 192168481
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PHAN HE GIAM SAT THONG MINH DANH CHO TRAM BIEN AP

Thong so k§y thuat

Thoéng s6 co ban

e Cdu tric: Xay dung, thiét ké theo huéng dich vu Client- Server, cho phép két ni va tich
hop Vvoi cac hé thong khéac qua API theo tiéu chuan Restful

e Nén ting hoat dgng: Web application, khdng can cai dit.

e Khd nang tuy bién: Ty bién giao dién theo yéu cau ngudi ding

e So lwong client két néi: Khong gidi han

e  Twong thich: Chrome 80 tr¢ Ién, FireFox 68 trg 1én, IE 12 tr¢o 1én, Edge, Safari 12 tro [én

e Ngbn ng hién thi: Tiéng Viét, tiéng Anh

e Font: Unicode

o H¢ dieu hanh: Windows, Linux, Unix va MacOS

Chire niing phan mém

Nhan tin hiéu SCADA tir SP5 (hodc phan mém SCADA trung
Giao tiép v6i hé thong tam khac) dé thuc hién diéu khién camera quay dén vi tri duoc
SCADA chi dinh d cai dt sén de the hién hinh dnh cua DCL, co chi thi
clia may cat
- Tap hop va quan 1y cac tin hiéu camera duoc két ndi va tich
Quan I§ hinh 4nh tp trung hop vao I,lé thong ‘giém sat tap trun{;; ‘
- Cung cap cac luong video va nguon cung dir liéu dau vao cho
hé théng phan tich hinh anh.

Livestream H) trg streaming nhiéu ludng video véi hiéu suét cao.

HOo tro streaming realtime .
g . Ho trg
giam sat thiét bi

https://dohu.vn/



PHAN HE GIAM SAT THONG MINH DANH CHO TRAM BIEN AP

S6 lugng ngudi dung diéu
khién SCADA cung luc

Giao thurc két ndi

Quan ly thong tin va phan

quyén ngudi ding

Quan 1y giao dién nguoi dung

Quan 1y thiét bi tap trung

Quan ly canh bao

Chtric nang phan tich hinh anh
Al

Tuong thich camera/thiét bi

https://dohu.vn/

Téi da 4 nguoi

IEC-60870-5-104, ONVIF, RTSP, HTTP

- Tao va quan ly thong tin nguoi dung, nhom ngudi dung trong
hé théng.

- Tao va quan 1y cac nhom ngudi ding trén hé thong.

- Phan quyén truy cdp va mirc d6 uu tién cua timg nhom ngudi
dung cu the.

- Quan 1y cac su kién canh bao tuc thoi, hién thi ngay trén giao
dién khi c6 canh bao xay ra.

- Quan ly két ndi cac camera, khi bi mét két ndi s& thong bao
nhu mét sy kién bat thuong.

- Giao dién gdm man hinh tong quan va cu thé chi tiét timg chirc
nang.

- Thém mai va quan 1y céc camera

- Thém m&i va quan 1y cac thiét bi SCADA

- Thém méi va quan ly cac camera, gateway

- Danh séach hién thi nhat ky g(‘A)m thoi gian, hinh anh, trang thai
thiét bi

- Tu dong canh bao khi trang thai thuc té thiét bj cua may cit,
dao cach ly c6 sai khac so véi tin hiéu diéu khién tir trung tim
- Sir dung cac thuat todn AI dé phan tich hinh anh dao céch ly,
co chi thi may cat, dé xac dinh trang thai thuc té cua dao cach
ly, may cét so véi tin hiéu thu duoc tai phan mém.

- C6 thé sir dung tin hiéu scada tra vé trang thai thuc té cia DCL
va MC dé so sanh, danh gia.

Chuén két ndi: ONVIF, RTSP, HTTP
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Hb trg chuan nén Video H.264/H.265
Hb trg d phan giai nhidu  C6
ludng video
C6. Luu trit nhat ky hé thong bao gom:
+ 01 anh trudc khi thao tac;

Tu dong ghi nhat ky hé thng
+ 01 anh sau khi thao tac;

+ 01 video quay lai hinh anh cua thiét bi duoc thao tac.

Bao mat

, ) M3 héa trong co so dit liu bang ham
Ma hoa mat khau va dir liéu
bam, sir dung tir SHA-2 tr¢ 1én
Co ché hét hiéu HTTP (Expired) Cé

Ma hoa duong truyén giita Server va Client Téi thiéu SSL 1.2 trg 1én

https://dohu.vn/



